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Abstract:  

This study systematically evaluated integrated risk management (IRM) approaches in global supply chains, examining 

risk categories, mitigation strategies, technological enablers, and framework gaps. Its aim was to provide a strategic 

understanding of IRM’s role in enhancing resilience and sustainability in volatile environments. Following PRISMA 2020 

guidelines, a structured review of 79 peer-reviewed articles (2020–2025) was conducted across Scopus, WOS, JSTOR, and 

ScienceDirect. A dual-method approach combining thematic synthesis and quantitative descriptive analysis classified findings 

by risk type, industry focus, mitigation practices, and integration frameworks.  
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The study found that operational risks were most frequently addressed, with increased attention to cyber and 

environmental risks. Integrated frameworks emphasizing redundancy, flexibility, real-time analytics, and governance 

networking are progressively replacing traditional siloed strategies. Technological tools such as AI, IoT, and blockchain have 

become central to proactive risk prediction and mitigation. In parallel, good governance networking (GGN) has been shown to 

significantly enhance logistics efficiency and trade responsiveness, reinforcing operational performance and service delivery. 

This review underscores a multi-level approach, combining technological, organizational, and governance enablers, as 

essential for resilient and sustainable supply chains in the post-COVID and digitally transformed landscape. 

Keywords: mitigation; integrated management; cybersecurity; insurance; digital supply chains; supply chain resilience. 

JEL Classification: L23, M11, F63, O33, Q56, C83. 

Introduction  

In an era of heightened globalization, technological interconnectivity, and geopolitical uncertainty, modern 

supply chains have evolved into complex, multi-tiered ecosystems that are increasingly exposed to a broad 

spectrum of risks. The COVID-19 pandemic, climate-related disruptions, cyberattacks, and international trade 

conflicts have demonstrated the fragility of these networks, revealing systemic vulnerabilities that go beyond 

isolated operational failures (Mazumdar, 2024; Amoah et al., 2022; Friday et al., 2023). Because of their 

transboundary interdependence, just-in-time structures, and reliance on digital technologies, modern supply chains 

are much more vulnerable to cascading disruptions than their linear, static, and frequently regionally focused 

predecessors (Choi et al., 2023). Thus, for companies that want to be resilient, trustworthy stakeholders, and have 

an edge in the long run, ensuring supply chain continuity is a top strategic objective, a logistical or operational one.  

Amid this landscape, Integrated Risk Management (IRM) has emerged as a strategic paradigm that 

consolidates risk identification, assessment, mitigation, and governance across operational, cyber, geopolitical, and 

environmental domains (Jidda Jidda et al., 2025; Moloi & Marwala, 2023). Supply chain stakeholders can benefit 

from IRM's proactive decision-making capabilities due to the integration of digital technologies, cross-functional 

coordination, and scenario-based planning, as opposed to isolated risk approaches (Gupta & Srivastava, 2024; Liu 

et al., 2025). However, despite its rising prominence, the adoption of IRM remains fragmented, and there is a lack 

of systematic synthesis of its frameworks, success factors, and sector-specific applications. Moreover, literature 

often focuses narrowly on risk categories or industry-specific disruptions without offering a comprehensive, 

comparative, and theory-informed evaluation of IRM models. 

This gap motivates the current study, which addresses the following core issue: while global supply chains 

are increasingly vulnerable, there is no integrated academic understanding of how IRM frameworks function across 

risk types, technologies, and sectors. Consequently, this article aims to provide a holistic and organized synthesis 

of integrated risk management approaches that support the stability, adaptability, and long-term sustainability of 

international supply chains. 

To achieve this objective, the study poses the following three research questions: 

i. What are the dominant integrated risk management (IRM) strategies used to mitigate supply chain 

disruptions in a globalized, digitized environment? 

ii. How do different categories of risks, operational, geopolitical, cyber, and environmental impact the stability 

and resilience of supply chains? 

iii. What are the key factors influencing the successful implementation of IRM frameworks across sectors and 

geographic regions? 

The article is organized into five sections. Section 1 reviews key theories and frameworks in supply chain 

risk management. Section 2 describes the PRISMA-based methodology, including database selection and analysis 

procedures. Section 3 presents thematic and quantitative findings on risk types, mitigation strategies, and sectoral 

trends. Section 4 discusses the implications, identifies research gaps, and outlines limitations. Last section 

concludes with recommendations and directions for future research.  
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1. Literature Review  

The purpose of this literature review is to establish a structured and theory-informed foundation for 

understanding integrated risk management (IRM) within supply chains. This section clarifies core concepts 

including supply chain risk, supply chain stability, and integrated risk management. It further systematizes key 

classical and modern frameworks, empirical findings, and analytical trends while identifying contradictions and gaps 

in existing literature to justify the need for this systematic review.  

Supply chain risk refers to any internal or external event that disrupts the flow of goods, information, or 

capital, threatening the achievement of organizational objectives (Altay & Pal, 2023; Chukwuka et al., 2023). These 

risks may be operational (e.g., delays, failures), geopolitical (e.g., trade disputes), environmental (e.g., natural 

disasters), or cyber-related (e.g., data breaches), each requiring adaptive management (Ganesh & Kalpana, 2022). 

While some definitions prioritize physical disruptions (Vital-Soto & Olivares-Aguila, 2023), others adopt a more 

holistic view, encompassing informational and financial vulnerabilities. These definitional debates underscore the 

complex, interdependent nature of modern supply chains.  

A dynamic approach to uncertainty, Integrated Risk Management (IRM) integrates digital tools to facilitate 

cross-functional collaboration and scenario planning. It addresses risk systemically across strategic, financial, 

technological, and operational domains, in contrast to traditional fragmented models (Almashhour et al., 2025; 

Faisal et al., 2025). (Roieva et al., 2023; Gupta & Srivastava, 2024). Aljohani (2023) found that resilience is 

enhanced with IRM because it allows for early risk identification, flexibility, and collaborative action. It turns 

vulnerability into a competitive advantage by moving risk management from a reactive to a proactive approach.  

Supply chain stability is defined as the capacity to maintain core functions like delivery, service, and profitability 

during disruptions and complements resilience by emphasizing continuity over recovery (Wieland & Durach, 2021). 

Resilience is concerned with recovering quickly from setbacks, whereas stability is concerned with absorbing 

shocks as they happen. Institutional flaws and policy gaps impair stability, as shown in cases like Ukraine's delayed 

compliance with EU transport safety standards (Pryimak et al., 2024; Koller et al., 2022). Integrating governance 

and responding to risks at multiple levels are thus necessary for stability.  

To analyse such issues, classic models have established a foundation. The SCOR model standardizes 

supply chain performance benchmarking and has evolved to include risk elements in sourcing and planning 

(Nguyen, 2024; Nicoletti, 2023). The Risk Exposure Index (REI) is a tool that helps businesses measure their 

vulnerabilities by connecting supply interruptions to financial losses like falling stock returns or sales (Maddodi & 

Kunte, 2024). The Supply Chain Disruption Risk Index (SCDRI) builds on this by evaluating volatility through the 

integration of operational failures and market sentiment (Maddodi & Kunte, 2024). 

According to recent research Tretiak et al. (2024), data and decision frameworks play an important role in 

epistemology. Risk responses are hindered by fragmented knowledge systems, particularly in regulated or cross-

border contexts. Hence, integrating data-driven and governance-aligned approaches is key to effective IRM. 

Modern IRM frameworks also harness technologies like AI, blockchain, and IoT to enhance prediction and 

responsiveness (Jena, 2025; Ghobakhloo et al., 2023). Yet, many models still treat operational and strategic risks 

separately, limiting vertical integration across planning horizons (Hariram et al., 2023). Empirical studies on 

disruptions highlight COVID-19 as a turning point that exposed flaws in just-in-time models and supplier over-

reliance (Araujo et al., 2023; Shamsuddoha & Nasir, 2023).  

Post-pandemic reforms include dual sourcing, inventory reconfiguration, and nearshoring. Other geopolitical 

shocks, Brexit and the US-China trade war, prompted firms to diversify sourcing and regionalize operations (Yang 

& Chan, 2023; Zheng et al., 2025; Harmanci, 2025; Bednarski et al., 2025). In SMEs, supplier collaboration 

improves operational performance (Audretsch et al., 2023). Environmental and cyber risks add complexity. 

Disasters from climate change threaten continuity (Durst et al., 2024; Yun & Ülkü, 2023), while digitalization 

exposes firms to cyberattacks (Takefuji, 2023; Shah & Asghar, 2023).   
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Government incentives can help SMEs adopt predictive analytics (Rasulov, 2024; Arcidiacono & Torrisi, 

2022). Yet most literature lacks integrated, scalable frameworks applicable across sectors. Common themes 

include proactive risk detection, supplier collaboration, transparency, and digital enablers (Bondar et al., 2024). 

Simulation techniques (e.g., system dynamics, agent-based models) are underused despite their value (Howick & 

Megiddo, 2024; Shah, 2024; Shah & Shah, 2024). Debates persist between efficiency (JIT, centralization) and 

resilience (redundancy, decentralization) (Adana et al., 2024; Thakur-Weigold & Miroudot, 2024).  

Effective supply chain management in volatile and complex environments increasingly requires the 

integration of technological, operational, and organizational enablers. Among these, Good Governance Networking 

(GGN) has emerged as an important factor in enhancing the efficacy of Integrated Risk Management (IRM) 

strategies. GGN refers to the structured establishment of collaborative relationships, transparent decision-making 

processes, and accountability mechanisms across organizational and institutional networks.  In the context of IRM, 

GGN complements traditional risk management practices by bridging operational, technological, and strategic 

dimensions. It strengthens decision-making capacity, aligns stakeholders’ priorities, and facilitates the 

implementation of risk mitigation measures across complex supply chains. Empirical studies, such as Nicola-

Gavrilă et al. (2025), have demonstrated that governance networking significantly improves logistics efficiency and 

trade responsiveness, illustrating its role as a strategic enabler for resilience. Integrating GGN within IRM 

frameworks not only optimizes operational performance but also contributes to sustainable and stable supply chain 

ecosystems, particularly in digitally transformed and post-COVID environments. 

Moreover, technological advancement introduces cybersecurity trade-offs. Funding studies also show 

public-private imbalance in innovation capacity (Dobrovolska et al., 2023). Integrated Risk Management (IRM) in 

supply chains represents a comprehensive, strategic framework designed to anticipate, assess, mitigate, and 

monitor a wide array of risks across global value chains (Battaglia et al., 2025). Unlike traditional siloed approaches 

that address risk reactively within individual departments or firms, IRM operates as a coordinated, cross-functional 

system that integrates risk governance into the entire supply chain ecosystem (Mahanti, 2021). It encompasses 

operational disruptions (e.g., supplier failures, logistics breakdowns), environmental shocks (e.g., climate-related 

events, natural disasters), technological vulnerabilities (e.g., cyberattacks, data breaches), and geopolitical 

uncertainties (e.g., trade wars, sanctions, and conflicts). Through shared accountability and system-wide visibility, 

IRM fosters collaboration among stakeholders, manufacturers, suppliers, logistics providers, and regulators to 

manage complex interdependence in an increasingly volatile global environment. IRM is different because of its 

reliance on digital technologies and predictive intelligence to transition from reactive to proactive risk management 

(Bicheva & Valchev, 2023). Orlov et al. (2020) positions the economic dimension as the foundation of corporate 

sustainability and proposes a methodology to evaluate a firm’s “sustainability potential” over the strategic horizon 

by assessing competitive status, capacity, and the conversion of capabilities into advantages. From an IRM 

perspective, it offers a governance-oriented KPI scaffold that could align risk and sustainability, but it would benefit 

from cross-sector benchmarking, longitudinal validation, and integration of supply-chain resilience metrics (e.g., 

multi-tier visibility, time-to-recovery) to link strategic potential to operational continuity. 

 Real-time data flows from Internet of Things (IoT) devices, AI-driven analytics, blockchain-enabled 

traceability, and integrated risk dashboards allow for early warning signals and dynamic response mechanisms. 

Rather than responding after a disruption occurs, IRM frameworks prioritize pre-emptive mitigation strategies, such 

as diversified sourcing, scenario modelling, and digital twin simulations. This results in more resilient, transparent, 

and adaptive supply chains. Ultimately, IRM empowers firms not only to withstand disruptions but also to transform 

risk into a strategic advantage, reinforcing competitive positioning and long-term sustainability. 

  



Volume XX, Fall, Issue 3(89), 2025 

617 

Table 1: Conceptual Pillars of Integrated Risk Management (IRM) in Supply Chains  

Pillar Description 

Risk Identification and Classification 
Systematic mapping and categorization of risks across all supply chain tiers 

(suppliers, logistics, markets). 

Digital Enablement 
Utilization of technologies such as AI, IoT, and blockchain to collect real-time 

data, assess vulnerabilities, and forecast disruptions. 

Collaborative Response Mechanisms 
Cross-organizational coordination of risk responses through transparent 

communication and joint mitigation protocols. 

Proactive Mitigation 
Scenario planning, risk modelling, and preventive strategies such as supplier 

diversification and predictive analytics. 

Feedback and Learning Loop 
Integration of historical disruption data into adaptive systems to refine risk 

strategies and improve resilience over time. 

Source: Avcı (2022) 

As illustrated in Table 1, the IRM framework is structured around five interdependent pillars that collectively 

enable proactive, digitally enhanced, and collaborative risk management across global supply chains. The literature 

is rich but fragmented, as there is no unified framework linking operational tactics to strategic IRM goals across 

diverse industries. The acceleration of global risk dynamics, technological transformation, and contradictory 

theoretical directions justifies the need for a structured and systematic review. This review addresses that gap 

through a rigorous, PRISMA-guided synthesis of contemporary scholarship. 

2. Research Methodology  

This systematic review was conducted following the PRISMA 2020 guidelines (Page et al., 2021). The 

primary objective of this review is to systematically evaluate the recent advancements in integrated risk 

management (IRM) approaches within global supply chains, particularly focusing on their role in ensuring 

operational sustainability, strategic planning effectiveness, resource optimization, and adaptive management under 

conditions of uncertainty. The methodology followed a structured protocol covering eligibility criteria, information 

sources, search strategy, study selection process, data collection, risk of bias assessment, and synthesis methods. 

The inclusion and exclusion criteria were carefully designed to ensure that only the most relevant, high-

quality studies were selected. It is presented in Table 2. 

Table 2: Inclusion and exclusion criteria for study selection 

Criteria Description 

Inclusion Criteria 

Peer-reviewed journal articles Articles published in peer-reviewed academic journals. 

Focus on supply chain risk 

management 

Studies that address integrated risk management in relation to supply chain 

resilience and stability. 

Quantitative, qualitative, or mixed-

method analysis 

Studies employing empirical, theoretical, or mixed-method approaches related to 

risk typologies and mitigation strategies. 

Global context Studies examining international, multi-sector, or cross-regional supply chains. 

Exclusion Criteria 

Non-peer-reviewed sources Editorials, blog posts, working papers, or opinion pieces. 

Irrelevant thematic focus Articles not directly addressing supply chain risk or integrated risk approaches. 

Methodological limitations Studies lacking methodological rigor, empirical data, or theoretical contribution. 

Language restrictions Articles not published in English. 

Note: This selection framework ensured inclusion of only high-quality, relevant sources aligned with the study’s objectives. 
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This strict inclusion and exclusion protocol ensured that only studies contributing meaningfully to 

understanding IRM in supply chains were reviewed. 

A thorough literature search was conducted using four prominent academic databases: Scopus, Web of 

Science, ScienceDirect, and JSTOR. The goal was to carry out a comprehensive evaluation of integrated risk 

management in supply chains. Keywords such as “cyber risk,” “integrated risk management,” “resilience,” 

“disruption,” and “supply chain risk” were employed to focus the search on articles published between 2020 and 

2025. The initial search returned 1,124 articles. This dataset was narrowed to 79 peer-reviewed articles through 

rigorous inclusion and exclusion criteria. These criteria included relevance to the topic, presence of empirical or 

theoretical contributions, publication in peer-reviewed journals, and availability in English. Duplicate records were 

eliminated. Academic rigor and alignment with the core objectives of the review served as the basis for selecting 

the final sample. The articles that were chosen were thereafter arranged according to their topic focus. Theoretical 

model and risk framework creation was the subject of fifteen papers, while twenty studies offered empirical evidence 

from a variety of industries, including healthcare, logistics, hospitality, and manufacturing. Ten more studies 

highlighted the importance of technology enablers like blockchain, artificial intelligence, and the Internet of Things 

(IoT) in risk management throughout the supply chain. Insights on regulatory and policy reactions were provided 

by eight more articles, focusing on the worldwide context of disruptions. The other seventeen papers summed up 

current strategies, methodologies, and supply chain risk management trends through narrative and systematic 

reviews. The snowball sampling strategy is used to ensure the review is as thorough as possible. Twelve further 

articles were added after hand-screening the reference lists of the most cited and thematically relevant articles; 

these articles offered insightful viewpoints that were missed in the first search. Because of this methodical 

methodology, the review's literature base was comprehensive, well-rounded, and reflective of contemporary 

scholarly and professional conversation. 

A structured search strategy was implemented using specific keywords and Boolean operators. The search 

string included (Table 3): 

Table 3: Search strategy 

Search 

Component 
Description 

Keywords 
“Supply chain risk management,” “integrated risk management,” “supply chain stability,” “operational 

sustainability,” “strategic planning,” “resource optimization,” and “adaptive management.” 

Boolean 

Operators 

(“Supply chain” AND “risk management” AND “integrated approach”) OR (“supply chain resilience” 

AND “risk mitigation” AND “operational stability”). 

Filters Peer-reviewed articles, English language, publication years 2020–2025. 

Search Fields Title, abstract, keywords. 

Note: A structured combination of search terms and filters ensured comprehensive coverage of relevant literature. 

This approach was designed to capture a wide range of studies addressing both theoretical and practical 

aspects of IRM in supply chains. 

Data Collection Process 

The data collection process adhered to the PRISMA 2020 framework to ensure transparency, rigor, and 

replicability. A systematic search was conducted across major academic databases. Specific inclusion and 

exclusion criteria were applied to identify relevant peer-reviewed studies. The screening process involved title, 

abstract, and full-text review stages. Duplicate entries were removed, and only high-quality sources were retained. 

Table 4 summarizes the number of studies identified, screened, excluded, and included. This structured approach 

strengthens the methodological integrity of the research. 
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Table 4: Data collection mechanism 

Data Collected Description 

Study title, year, authors Identification details. 

Study design Type of study: empirical, theoretical, case study, or mixed method. 

Risk categories addressed Types of risks analysed, including operational, geopolitical, cyber, environmental risks. 

Integrated approach 

characteristics 
Frameworks, models, and tools are applied to support integrated risk management. 

Key findings 
Main outcomes regarding supply chain stability, operational sustainability, and strategic 

planning. 

Industry and region Sectoral and geographical context to analyse diversity and generalizability. 

Note: Structured extraction enabled standardized synthesis across various study types. 

The selection process followed the PRISMA 2020 guidelines to ensure methodological transparency and 

rigor. Four academic databases (Scopus, Web of Science, JSTOR, and ScienceDirect) were systematically 

searched for peer-reviewed articles published between 2020 and 2025. After removing duplicates and applying 

predefined inclusion and exclusion criteria, 79 articles were retained for full review. The detailed screening and 

selection stages are presented in Figure 1, which illustrates the PRISMA flow diagram of the article selection 

process. 

Figure 1: PRISMA flow diagram of article selection process  
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A modified critical appraisal method was used to check for the risk of bias because the studies in this review 

were very different, ranging from purely theoretical analyses to empirical investigations. The review focused on four 

key areas: methodological clarity, theoretical strength, data reliability, and generalizability of the conclusions. The 

validity and reliability of the data sources, the depth and logic of the theoretical framework, the clarity of the research 

design and techniques, and the generalizability of the conclusions were all factors considered while evaluating the 

studies. Three categories for the studies were classified according to the potential for bias: low, moderate, and 

high. This risk category guided the credibility weighting utilized during the synthesis process to ensure that the 

results of more substantial research were appropriately weighted in the final analysis. 

The literature review was utilized in a dual-method synthesis technique to gain both the breadth and depth 

of findings. First, quantitative descriptive analysis was used to list the most important patterns. These patterns 

included how often different types of risk were looked at (operational, geopolitical, cyber, and environmental), how 

common different integration strategies were, and how studies were spread out across various industry sectors like 

technology, healthcare, manufacturing, and logistics. This gave a big-picture view of research trends and areas of 

interest. At the same time, a qualitative thematic analysis was carried out, in which studies were coded 

systematically based on recurring themes like risk categorization frameworks, integration methodologies, and 

resilience results. Much coding was done on these themes to find patterns, contradictions, and gaps in the study 

that were consistent across the paper. Putting studies together based on the type of risk they looked at, the kind of 

integration (technological, strategic, or adaptable), and the industry sector helped us understand how integrated 

risk management is considered and used in different situations. The results in this review are complete and reliable 

because of the comprehensive synthesis method used. 

3. Research Results  

This section presents the results of the systematic review organized by key themes derived from the 79 

studies that were included. Thematic synthesis allowed the categorization of the findings into types of risks, 

integrated risk management frameworks, mitigation strategies, and emerging technological trends. Quantitative 

summaries regarding study methodologies, industries analysed, and geographical distribution are also presented. 

Figures and tables complement the narrative to provide a comprehensive view of the state of research in supply 

chain integrated risk management (Pu et al., 2023). 

The thematic analysis identified four dominant themes across the reviewed studies in Table 5. 

Table 5: Thematic analysis of literature 

Theme Description 

Types of risks Operational, geopolitical, cyber, and environmental/climate-related risks. 

Mitigation strategies 
Supplier diversification, dual sourcing, inventory buffers, cybersecurity investments, and 

blockchain deployment. 

Integration frameworks 
Holistic risk management models that integrate operational, financial, and technological risks 

with resilience principles (e.g., redundancy, flexibility). 

Technological enablers 
Tools such as artificial intelligence (AI), the Internet of Things (IoT), real-time analytics, and 

blockchain integration. 

Note: Thematic synthesis was conducted based on recurring categories across the reviewed studies. 

The thematic analysis identified four main themes throughout the analysed studies: hazards, mitigation 

techniques, integration frameworks, and technological enablers. Each category provides crucial information about 

supply line integrated risk management changes. The first big idea is book-relevant risks. Supply outages, 

production problems, and transportation delays have been studied as operating risks. After recent global events, 

geopolitical threats like trade limitations, tariffs, and political instability are becoming more obvious. More digital 

supply chains pose cyber vulnerabilities, which is problematic.   
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Research shows that data breaches, ransomware attacks, and downtimes can weaken systems (Möller, 

2023). Environmental and climatic hazards like natural disasters, limited resources, and sustainability rule changes 

complete the risk picture. These groupings demonstrate that supply chains are now seen as vulnerable to several 

threats. The second theme is risk-reduction methods. The research demonstrates that reactive techniques are 

becoming proactive and diverse. Multiple suppliers lessen reliance on a single source; dual sourcing promotes 

redundancy; and having extra items on hand to address short-term supply shocks are usual practices. Businesses 

are also investing more in cybersecurity and blockchain technology to secure and track transactions. These 

solutions demonstrate that researchers and practitioners believe that flexibility, redundancy, and security must be 

built throughout the supply chain to make anything robust. Supply chain risk integration frameworks have altered 

the third theme.  

According to new research, risk management should not be divided into discrete jobs.  Instead, consider it 

a system with operational, financial, and technological risks. Integrated models emphasize how different types of 

risk interact and how important it is to see the full system and make the right decisions. Many IRM models 

emphasize an organization's ability to recover and adapt while maintaining main operations amid stress, laying the 

framework for resilience theory. Redundancy, agility, adaptability, and cooperation are some of the resilience theory 

concepts used in modern supply chain designs. Building backup capacity, such safety stock and alternative 

suppliers, is the key to resilience. Rouieva et al. (2023) and Nitsche et al. (2023) state that being flexible entails 

adjusting production lines and logistics networks to accommodate unforeseen circumstances. Agility in addressing 

localized issues without interrupting chains is made possible by real-time data and predictive analytics. When 

participants in the supply chain adhere to protocols like frequent communication and shared risk agreements, they 

are better able to coordinate their reactions (Rejeb et al., 2021). Cost reduction and just-in-time (JIT) efficiency take 

a back seat to long-term survival and uncertainty resilience in these systems. According to recent research, this 

shift in thinking has become widespread, particularly in the aftermath of the COVID-19 pandemic, when fragile and 

too optimized supply networks were unable to react (Berbés-Blázquez et al., 2022). Methods for managing risks in 

the supply chain are shifting their focus from efficiency to robustness (Guerra et al., 2024; Wicaksana et al., 2022). 

Finally, technological enablers are playing an increasingly important role in integrated risk management. Predicting 

problems, optimizing resources, and managing backup plans are all areas where AI is finding more applications. 

Using Internet of Things (IoT) sensors, it can monitor shipments, weather, and asset performance, giving crucial 

information for making decisions. 

Real-time analytics and blockchain platforms make multi-tiered supply networks more accessible and 

secure, allowing businesses to analyse risk and respond quickly. New technologies make risk reduction successful 

and advance predictive, data-driven, and adaptable supply chain risk management (Mistarihi & Magableh, 2023).  

Operational risks like supplier failures, plant shutdowns, and transportation delays dominate supply chain risk 

management literature. The COVID-19 pandemic broke global supply chains, which used to demonstrate how 

unexpected demand increases and logistical restrictions disrupt typical operations. Kamalahmadi et al. (2022) 

emphasize flexibility and redundancy to prevent supplier failures and facility outages.  

In our IRM lens, can flags a material exposure for agri-food supply stability, underscoring the need to 

integrate land-health indicators and carrying-capacity thresholds into risk mapping as Namozov et al. (2024) 

signalled, with adaptive stocking and pasture-governance controls to mitigate cascading disruptions. Mendoza & 

Villafuerte (2023) recommend multi-regional supplier networks and dual sourcing to boost operational resilience in 

crisis-prone ASEAN economies. Even if cyber threats are emerging, operational vulnerabilities are still the most 

discussed and measured risk in the literature (Friday et al., 2023). 
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A significant finding of the review is the evolution from isolated risk mitigation tactics to integrated 

frameworks combining multiple strategies. Traditional approaches like safety stock accumulation and supplier 

diversification are now often embedded within broader adaptive management frameworks emphasizing flexibility, 

visibility, and digitalization. Table 6 summarizes the main mitigation strategies discussed across the reviewed 

studies. 

Table 6: Common risk mitigation strategies identified in literature 

Mitigation Strategy Number of Studies Example Studies 

Supplier diversification 32 Fan & Xiao (2023) 

Dual sourcing 28 Wieland & Durach (2021) 

Cybersecurity investment 18 Möller (2023) 

Blockchain for traceability 15 Rauniyar et al. (2023) 

Real-time monitoring via IoT 14 Khan et al. (2022) 

Note: Data reflects frequency and examples of risk mitigation strategies across the 79 reviewed studies. 

The data presented in Table 6 highlights the most discussed risk mitigation strategies across the reviewed 

studies. According to 32 studies, supplier diversification works best. Dual sourcing emphasizes several supply lines 

for crisis continuation. Safety stock buffers and other ancient approaches still defend against supply chain 

disruptions. As supply chains become digital and vulnerable to cyberattacks, cybersecurity expenditures are crucial 

(Jazairy et al., 2024). Technology-enabled risk management strategies attempt to increase transparency, reaction, 

and prediction. The blockchain for Internet of Things tracking and real-time monitoring is newer. Our thematic 

distribution reveals that supply lines are transitioning from static, reactive risk management methods to real-time, 

predictive, and technology-enabled ones. Blockchain and IoT help us detect dangers faster and make decisions 

based on real-time data (Faisal et al., 2025). This indicates a shift in risk management thinking. Instead of planning 

for individual hazards, people are creating systems that can react to changing and interrelated risk scenarios. Digital 

solutions to reduce risks seem helpful and require long-term and sustainable operations as supply chains become 

more complex and interdependent. 

3.1. Risk Categories and Vulnerabilities  

When it comes to globalized supply chains, risk exposure is complex and always changing. Digital, 

environmental, and geopolitical issues have made operational risks worse than they already were. These include 

delays, stockouts, and equipment failures. These new types of risks are more complicated, harder to predict, and 

often cross borders. Logistics networks are more vulnerable to cyberattacks, climate shocks, and political instability 

now that supply models are more interconnected, data-driven, and just-in-time. Because of this, good Integrated 

Risk Management (IRM) systems need to change so that they can not only find and classify these threats but also 

come up with plans to deal with them in the future using a mix of technology, coordination, and intelligence. 

Contemporary global supply chains are exposed to four interacting families of risk operational, cyber, 

environmental/climate, and geopolitical effects often cascade across tiers and regions. Operational vulnerabilities 

arise from lean synchronization, capacity bottlenecks, single-sourcing, and tightly coupled logistics; cyber threats 

stem from platform interdependence and third-party access that can disrupt planning, fulfilment, and compliance 

systems; environmental and climate shocks degrade assets and corridors while imposing new disclosure and 

abatement obligations; and geopolitical shifts tariffs, sanctions, export controls, and conflict reconfigure feasible 

sourcing sets and elevate border-delay risk.  
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Because these hazards are compound rather than isolated, an effective IRM posture aligns multi-tier 

exposure mapping with real-time sensing and predictive thresholds; embeds provenance and assurance to make 

movements auditable; and operationalizes trigger-based redundancy (e.g., alternate suppliers, routes, and 

inventory positions) through rehearsed playbooks and decision rights. In practice, this system’s orientation converts 

classification into action: risks are prioritized by consequence and controllability, responses are pre-authorized and 

time-bound, and technical controls are matched with contractual and financial instruments to ensure enforceable, 

scalable resilience. 

Risks to Cybersecurity 

The rise of digital supply chains, which include tools for managing inventory, buying goods, shipping, and 

clearing customs, has made cyberattacks much more likely. Ransomware, malware injections, and distributed 

denial-of-service (DDoS) attacks are examples of advanced attacks that can bring down digital infrastructure, make 

it hard to talk to vendors, and put sensitive customer or transactional data at risk. For example, the 2020 SolarWinds 

cyberattack got into many public and private sector organizations through a flaw in the software supply chain. This 

showed how interconnected networks can spread risk. To counteract this risk, IRM systems implement 

cybersecurity procedures throughout the whole supply chain. Segmenting networks, continuously scanning for 

vulnerabilities, and sophisticated endpoint detection and response (EDR) technologies are already commonplace 

in digital risk governance. Unauthorized logins or problems with data transfer can be quickly identified by AI-driven 

threat intelligence. By taking this measure, businesses may prevent threats from escalating. An further 

recommendation from IRM is zero-trust designs, which state that no user or device, regardless of their internal or 

external nature, should be trusted. In the case of a breach, it is becoming more improbable that an unauthorized 

user might navigate the system due to the continual verification of every access. This criterion is especially 

important in multi-party ecosystems since unwanted parties might get access to shared platforms and threaten the 

security of any ecosystem. Finally, supply chain cyber resilience calls for defensive systems that can work together. 

In areas like cyber exercises, sharing threat intelligence, and incident response planning, key suppliers and partners 

are being put under pressure by IRM frameworks. Beyond just making people more prepared, this method has two 

additional benefits: reduced recovery time and reputational loss following cyber catastrophes. 

Risks to the Environment and Climate  

The threat of climate change to supply chains is now enormous and pervasive. Hurricanes, heat waves, 

wildfires, and floods are examples of extreme weather that hinder transportation, demolish infrastructure, and lead 

to raw material shortages. Floods may clog ports and warehouses, increasing logistical costs and lengthening 

delivery times, while droughts in agricultural regions reduce food harvests. Supply chain design and planning now 

must account for these environmental changes, which are no longer one-time occurrences but rather occur 

repeatedly. Research conducted by Zavhorodnii et al. (2021) on the vegetable supply in Ukraine from the Black 

Sea region demonstrates how agricultural digitalization, which is facilitated by information and communication 

technology (ICT), reduces paperwork, expedites processes, improves output quality, and increases 

competitiveness in the long term. By speeding up decision-making, increasing visibility and traceability, and 

boosting operational efficiency, digital enablement strengthens agri-food chains' resilience and stability, according 

to our IRM framework. 

IRM helps with these problems by adding geospatial analytics and climate forecasting tools to the process 

of making decisions about the supply chain. Satellite images, weather sensors, and hydrological models can help 

companies plan by giving them early warning signals and mapping out areas that are more likely to be affected. 

This lets them change the route of shipments or change the amount of stock they have on hand. Companies can 

now figure out how sensitive certain suppliers or nodes are to climate change and allocate resources accordingly. 
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Risk heatmaps, which use both historical and real-time data, are another way to assess risk by location. 

These visual aids help managers find places where people are most at risk, like warehouses that are likely to flood 

or suppliers that are likely to dry up and start taking steps to protect them. This could mean moving stock to safer 

places, strengthening physical infrastructure, or making rules for buffer stock for items that are at risk. As a way to 

adapt to climate change, IRM also supports the diversification of logistics networks and sourcing strategies. 

Companies are moving away from relying on a single supplier in vulnerable areas. Instead, they are choosing 

geographically distributed supplier portfolios and multimodal transport options that give them more options in bad 

weather. Environmental risk planning is no longer optional in fields that have a lot of impact, like agriculture, energy, 

and textiles. Carbon prices and regulations on the disclosure of sustainability data are examples of the increasing 

regulatory pressures. Therefore, environmental risk is now an integral aspect of enterprise-wide IRM strategies. To 

understand the impact of COVID-19 on food security, Vasylieva (2021) examines the price trends in Ukraine and 

surrounding EU nations. She draws a connection between interrupted supply chains, declining buying power, and 

decreased availability and affordability. To stabilize agri-food systems during systemic crises, it is important to have 

coordinated policy and supply measures, such as targeted buffers, safety nets, and trade facilitation. Cross-border 

price surveillance can serve as an early warning signal in this context. 

Geopolitical Risk 

Geopolitical risk has emerged as a key destabilizing factor for supply chains due to the rise of nationalism, 

trade fragmentation, and ongoing military conflicts. Trade disputes between big economies (like the US and China), 

sudden tariffs, sanctions on important raw materials, and even war, like the one between Russia and Ukraine, can 

quickly change the availability, cost, and legality of cross-border trade. Political instability in areas with important 

ports or rare earth reserves can quickly spread through global production networks. IRM systems use geopolitical 

scenario planning and monitoring tools to figure out how these kinds of events might affect things. This includes 

keeping up-to-date geopolitical risk indices, looking at changes in trade policy, and working with lawyers and 

compliance experts to prepare for sanctions or embargoes. Companies can pretend to use different trade routes, 

switch suppliers, or change the way demand works in response to changes in the world. Localized sourcing and 

nearshoring are important ways to respond. This means moving suppliers closer to markets where they are 

consumed to avoid unstable geopolitical corridors. This may make things less cost-effective in the short term, but 

it makes them more resilient and responsive in the long term. Companies are also looking over their contracts again 

to make sure they have clauses for political risk insurance and flexible delivery terms in case things get uncertain. 

Blockchain and other technologies help manage geopolitical risk by proving where goods come from, which is 

especially useful when you need to show that you aren't involved with sanctioned groups. When certain borders 

close or regions are put under embargo, real-time supply chain visibility also makes it easier to adapt quickly. IRM 

also says that governments and multilateral institutions need to work together more closely to make sure that risk 

intelligence is based on the most recent geopolitical assessments. In sectors that are vulnerable to geopolitical 

issues, like defence, mining, and pharmaceuticals, public-private partnerships, diplomatic monitoring, and regional 

contingency planning are becoming more common. 

3.2. Study Methodologies, Industries, and Geographic Focus  

Manufacturing dominates due to its complex, worldwide supply systems. Due to their importance during 

pandemics, logistics and healthcare attract more emphasis. Although North America and Europe dominate, recent 

studies examine supply chain risks in Asia-Pacific, especially in emerging economies like Kazakhstan, revealing 

regional weaknesses and adaptive methods. The most popular research method is qualitative case studies, at 

45%. Many of these case studies examine how real-world disasters like earthquakes, pandemics, and geopolitical 

events affect supply chain performance. Qualitative techniques provide detailed, situation-specific information 

about how businesses handle disturbances, adapt, and adjust supply chain strategy.   
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Quantitative surveys and statistical modelling, which make up 35% of studies, provide generalized, empirical 

proof of risk management across bigger groups. Qualitative and quantitative data models are also growing (20%). 

People are realizing that contextual depth and statistical generalizability are needed to grasp integrated supply 

chain risk management's complexity (Table 7). 

Table 7: Study methodologies employed in the reviewed literature 

Methodology Used Number of Studies Percentage 

Qualitative case studies 27 45% 

Quantitative surveys/statistical modelling 21 35% 

Mixed methods (qualitative + quantitative) 12 20% 

Note: Qualitative studies were particularly common in empirical analyses of real-world disruptions such as COVID-19 

lockdowns and natural disasters. 

A further dimension emerging in recent scholarships is the integration of interdisciplinary and technology-

driven methodologies into supply chain risk management studies. Beyond traditional qualitative and quantitative 

approaches, researchers are increasingly combining operations research, behavioural sciences, and digital 

analytics to capture the multifaceted nature of disruptions. For instance, the adoption of big data analytics and 

machine learning techniques has expanded the ability to model and forecast risks with higher accuracy, especially 

in contexts such as pandemic outbreaks or sudden geopolitical shocks. Studies employing digital twin simulations 

and blockchain-enabled traceability systems have demonstrated how real-time monitoring can enhance both 

predictive and adaptive capacities. Meanwhile, behavioural science methods are used to explore managerial 

decision-making under uncertainty, revealing the cognitive biases that often exacerbate systemic vulnerabilities. 

This convergence of technological tools and social science perspectives underscores a paradigm shift: risk 

management is no longer viewed solely as an operational safeguard but as a strategic capability embedded within 

global value networks. This trend also suggests that future research will increasingly rely on hybrid methodologies 

linking contextual depth, statistical generalizability, and computational modelling to provide both explanatory and 

predictive insights into supply chain resilience.  

An additional insight from the reviewed literature is that methodological choices often align closely with 

industry- or region-specific contexts. For instance, case-based and qualitative designs dominate studies in 

emerging economies such as Kazakhstan, where limited datasets and fragmented institutional structures make in-

depth, contextually grounded exploration more feasible than large-scale statistical surveys. In contrast, research 

on North American and European manufacturing and logistics systems frequently employs quantitative modelling 

and simulation techniques, reflecting stronger data infrastructures and established research traditions.  

Mixed-methods studies, though less common, are increasingly used in healthcare and agri-food supply 

chains where both numerical forecasting and contextual interpretation are important for addressing regulatory 

complexities and perishability risks. This suggests that methodological diversity is not merely a scholarly preference 

but a response to the data environments, industrial dynamics, and governance conditions under examination.  

As illustrated in Figure 2, qualitative case studies represent the largest share of methodological approaches 

at 45%, followed by quantitative surveys/statistical modelling (35%) and mixed methods (20%). This distribution 

highlights the predominance of qualitative inquiry, while also showing a substantial reliance on quantitative and 

integrative approaches. 
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Figure 2: Methodologies in the reviewed literature  

 
Note: Data represents percentage distribution based on 60 reviewed studies. 

The manufacturing sector, especially automotive and electronics, is the focus of 26 studies, making it the 

most researched business (Table 8).  

Table 8. Industries represented in the reviewed studies 

Industry Number of Studies 

Manufacturing (automotive, electronics) 26 

Logistics and transportation 14 

Healthcare and pharmaceuticals 10 

Agriculture and food supply 6 

Technology (IT, cybersecurity) 4 

Note: Manufacturing and logistics sectors are the most frequently studied, reflecting their centrality in global supply chains. 

Since industrial networks are complex, global, and susceptible to supply chain shocks, this makes sense. 

Given their importance for transferring commodities and vulnerability to border prohibitions, regulation changes, 

and inadequate infrastructure, logistics and transportation receive a lot of attention. After COVID-19, supply chain 

resilience was essential to ensure basic supplies were constantly available, making healthcare and 

pharmaceuticals more important. Agriculture, food supply, and technology (IT, cybersecurity) are not studied as 

much as other sectors, but their inclusion shows that people are becoming more aware of challenges unique to 

their fields, such as food security and cyber threats in digital supply chains. North America (24), Europe (18), and 

Asia-Pacific (12), with a concentration on Kazakhstan and other rising countries, have the most research. This 

distribution indicates a focus on developed regions with better supply chain networks and data availability. Asia-

Pacific situations, especially emerging countries, are good to include. Studies of Kazakhstan and similar countries 

reveal weaknesses, limited resources, and unique adaptations. Global and international research are rare, but 

those that exist adapt their findings abroad. 

Sector-Specific Risks: Focus on Agri-food Supply Chains 

The agri-food sector is especially vulnerable to problems in the supply chain because its products spoil 

quickly, there are strict rules, and production cycles are limited to certain times of the year. Agricultural goods like 

fruits, vegetables, dairy, and meat don't last if durable goods and are very sensitive to temperature, humidity, and 

how they are handled. Even small delays in storage or shipping can cause things to go bad, get contaminated, and 

cost a lot of money. Also, because food supply chains are globalized and inputs and outputs often cross many 

borders, they are more likely to be affected by regulatory mismatches, phytosanitary risks, and customs delays. 

Because of this, agri-food logistics need an Integrated Risk Management (IRM) approach that is very flexible, open, 
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and based on technology. Cold-chain monitoring is one of the most important tools in agri-food IRM. It uses IoT-

enabled sensors to make sure that perishable goods are stored and moved at safe temperatures. All the time, 

these sensors are taking readings from their surroundings and sending out warnings if anything is amiss. Logistics 

firms can then reroute, recycle, or expedite deliveries as needed. Because even brief exposure to temperature 

variations can compromise the safety and efficacy of sensitive or valuable commodities, this is of the utmost 

importance whether it comes to seafood, vaccinations, or dairy.  

Businesses may utilize cold-chain visibility to better comply with increasingly strict food safety rules while 

also preventing food from rotting. Additionally, blockchain technology allows for easier tracking and monitoring of 

the agri-food supply chain. With blockchain technology, all parties involved in a transaction, from farmers and 

processing facilities to distributors and merchants, can be assured that their data will be secure. Because of this, it 

is easier to pinpoint where the dishonesty or contamination originated. In situations where every second counts, 

like a food recall or a public health catastrophe, this skill is priceless. In this regard, Walmart's food traceability 

initiative is a well-known usage of blockchain technology. Thanks to it, the process of tracing a shipment of mango 

slices dropped from seven days to only 2.5 seconds. Not only can these kinds of digital assurance solutions lessen 

the impact and cost of problems, but they also provide customers with additional peace of mind. Artificial intelligence 

(AI) enhances integrated risk management (IRM) in the agri-food sector by making the supply chain more efficient, 

which boosts yields while cutting food waste.  

Artificial intelligence algorithms can figure out when to harvest crops best by looking at soil data, market 

demand, and weather forecasts. Thanks to this, we were able to cut down on waste while still meeting our logistical 

capacity for production. Warehouses and distribution centers utilize AI to sort goods by temperature at destination, 

seller stock, and how quickly they tend to spoil. The use of AI simplifies the process of presenting the most recent 

things to customers by automating these complex trade-offs. Bad things happen food spoils, supplies disappear, 

and atmospheric carbon dioxide levels rise. By integrating these technologies, a robust IRM architecture that is 

customized to meet the needs of the agri-food business is created. When combined, the IoT, blockchain, and AI 

turn risk management into a proactive system that can keep an eye on the supply chain in real-time, check that 

food is safe, and keep quality standards met. Food production is being influenced by several factors, including 

changing weather patterns, the complexities of international trade, and rising population numbers. Strength and 

durability in agri-food systems can only be achieved via the judicious application of digital IRM techniques. 

4. Discussion  

Relative to fragmented or functionally siloed approaches, integrated risk management (IRM) architectures 

are associated with measurable gains in continuity, recovery, and service performance, according to multiple 

empirical and practitioner-facing studies that have been reviewed in the literature. Digitally enabled, cross-functional 

IRM leads to faster recovery, lower crisis-related revenue variability, and higher customer satisfaction, according 

to evidence from multi-case analyses and cross-sector evaluations (Birkel et al., 2023; Deszczyński, 2021; KPMG 

Global Supply Chain Survey, 2022; Mendoza & Villafuerte, 2023). The results show that redundancy, flexibility, 

collaboration, and timely information improve a system's shock absorption and adaptation capabilities, which is a 

key tenet of resilience theory. What's more, these findings extend previous models by showing that these principles 

work better when integrated into a coordinated, data-governed IRM system. In line with current research on 

explainable AI and operational agility, which emphasizes the need of predictive analytics and quick problem 

localization for responsiveness, these findings are in agreement with Kosasih et al. (2024). Literature suggests that 

technology tools (such as AI, IoT, and blockchain) should be seen as means to a goal rather than the be-all and 

end-all of risk response (Rauniyar et al., 2023). 
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Concurrently, ability and circumstance determine the extent to which benefit is actually achieved. According 

to research, the effectiveness of technology-intensive IRM is influenced by factors such as digital maturity, funding 

capacity, and collaborative culture (Nguyen et al., 2023; Kuguoglu et al., 2021). Instead of being transferred as a 

homogeneous template, our synthesis emphasizes context-aware integration, which means that IRM should be 

customized to sectoral risk profiles and geographical restrictions. Lastly, operational IRM can be supplemented by 

risk-transfer instruments that are integrated into digital workflows. From redefining insurance as post-loss indemnity 

to pre-emptive risk coordination, practitioner evidence suggests that insurance linked to IoT telemetry and smart-

contract triggers improves real-time response (e.g., conditional coverage activation, expedited "green-lane" 

handling) (Aon, 2022; Deloitte, n.d.). This further supports the overarching idea that for IRM to be effective, 

technology, governance, and financing must be co-designed. 

Two longstanding schools shape supply chain design. The efficiency-oriented view favours lean/JIT 

operations and minimal buffers; the redundancy-resilience view advocates deliberate slack (e.g., diversified 

suppliers, safety stock) to absorb shocks. Recent disruptions exposed the fragility of purely efficiency-driven 

designs, while the literature also shows that ungoverned redundancy can be costly and opaque (Alfina et al., 2025; 

Kamalahmadi et al., 2022). Our findings support a hybrid position: resilience need not imply permanent inefficiency 

when redundancy, flexibility, and buffers are selectively activated, forecast-informed, and digitally orchestrated 

(e.g., AI-guided dual sourcing, dynamic inventory positioning), thereby reconciling efficiency with robustness 

(Kosasih et al., 2024).  

In our IRM context, source separation combined with valorisation pathways, such as biogas, energy 

recovery, and composting, can convert waste into economically valuable inputs, as Belgibayeva et al. (2024) find. 

This highlights a clear environmental–infrastructure gap and suggests a practical circular-economy route to 

strengthen regional supply chain resilience through traceable collection, recycling infrastructure, and waste-to-

value integration. 

A related contradiction concerns globalization. One camp argues international diversification reduces 

location-specific risk (Buriak et al., 2023; Fan & Xiao, 2023); the other warns that extended networks increase 

complexity, opacity, and systemic exposure (Grossman et al., 2023). Our synthesis suggests the resolution is not 

“global vs. local,” but governed modularity: regionally balanced, visibility-rich networks that can reconfigure under 

geopolitical, environmental, or cyber constraints an IRM-consistent stance that directly motivates the research gaps 

identified in Section 3. 

Walmart leverages blockchain-based traceability in agrifood chains to compress trace times from days to 

seconds, strengthening recall precision and regulatory compliance an enactment of visibility and provenance within 

IRM (Patel, 2025; see also Pal et al., 2025 for agrifood blockchain). DHL deploys AI-enabled forecasting and IoT 

telemetry to anticipate route disruptions and equipment anomalies, enabling predictive rerouting and proactive 

maintenance that embody flexibility and agility (Soumpenioti & Panagopoulos, 2023; Potwora, et al., 2023; Behera 

& Dave, 2024). Maersk combines blockchain document flows and IoT-equipped containers to enhance customs 

visibility and tamper-resistant documentation, reducing delay risks and facilitating secure, auditable handoffs 

(Rosário & Dias, 2023; Gereffi et al., 2021; Mazumdar, 2024). Together, these cases affirm the review’s emphasis 

on digital maturity, data governance, and cross-organizational coordination as the practical levers through which 

IRM converts theory into superior operational performance (see also Aon, 2022; Deloitte, n.d.). 

The evidence base supports transitioning from static, siloed taxonomies to ecosystem-level, adaptive 

models that capture cross-domain propagation (e.g., cyber incidents triggering operational failures). This 

perspective integrates systems theory, adaptive management, and data governance, and calls for formal tools that 

model feedback and interactions, not just point estimates (Kosasih et al., 2024). Managers should prioritize bundled 

capabilities: multi-tier visibility, scenario playbooks mapped to decision rights, calibrated redundancy 

(dual/nearshored sourcing; dynamic safety stock), and cyber-physical safeguards.  
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Technology adoption should follow a staged roadmap visibility, prediction, automated response aligned with 

organizational readiness (Nguyen et al., 2023; Kuguoglu et al., 2021). Where relevant, embedded insurance can 

be integrated as a real-time risk-transfer adjunct (Aon, 2022; Deloitte, n.d.). Policymakers can amplify IRM by 

incentivizing interoperable data standards, secure sharing utilities, and SME-friendly platforms, as well as by 

supporting testbeds that validate cross-border traceability and compliance (Gereffi et al., 2021). 

Manufacturing and logistics dominate; agri-food, energy, and healthcare remain under-examined despite 

distinct perishability, regulatory, and critical-infrastructure risks (Mendoza & Villafuerte, 2023; Pal et al., 2025). A 

dearth of longitudinal designs constrains understanding of capability maturation and decay. Further, multi-risk 

interaction models linking cyber, geopolitical, environmental, and operational cascades are still rare (Kosasih et al., 

2024; Kamalahmadi et al., 2022). Evidence concentrates in North America and Europe; emerging regions with 

different institutional and capacity profiles are underrepresented, limiting generalizability (Nguyen et al., 2023; 

Buriak et al., 2023). Cost, skills, cybersecurity posture, and organizational inertia continue to impede IRM 

implementation; successful scaling requires governance and workforce development in tandem with tools 

(Kuguoglu et al., 2021; Rauniyar et al., 2023). 

Limitations and Directions for Future Research 

This discussion is bounded by the review’s English-language scope and database coverage, which may 

bias findings toward certain regions and publication venues. Addressing the gaps above will require comparative 

case studies spanning sectors and geographies (to test contextual fit and transferability); simulation-based 

analyses (e.g., system dynamics, agent-based) to quantify multi-risk propagation and policy trade-offs; and 

longitudinal designs to track the evolution of IRM capabilities and outcomes over time (Kosasih et al., 2024; 

Kamalahmadi et al., 2022). Studies that evaluate staged adoption roadmaps in developing contexts and that assess 

the incremental value of embedded risk-transfer mechanisms (Aon, 2022; Deloitte, n.d.) fill critical practical and 

theoretical gaps. Finally, work that explicitly links data governance quality to IRM performance would clarify when 

and how digital enablers (AI/IoT/blockchain) deliver causal improvements (Birkel et al., 2023; Rauniyar et al., 2023). 

Conclusion  

Modern supply chains' increasing complexity, interconnectivity, and exposure to volatile disruptions 

necessitate a departure from traditional, reactive, and siloed risk management practices. This systematic evaluation 

of 79 peer-reviewed publications found that integrated risk management (IRM) is necessary for organizations to 

maintain continuity, resilience, and competitive advantage in a volatile global market. The top information risk 

management (IRM) systems integrate a single architecture with capabilities including redundancy, adaptability, 

real-time monitoring, and predictive analytics, as stated in this evaluation. Automated decision-making, early risk 

identification, and transparency were all greatly improved by methods supported by AI, the Internet of Things (IoT), 

and blockchain. These solutions allow for dynamic disruption management, but their effectiveness is dependent on 

an organization's digital maturity, financial investment, and internal capacity for change. Most of the research on 

the implications of different risks on the stability and resilience of supply chains still focuses on operational risks, 

like transportation delays and supplier failures, because of the obvious and immediate consequences. In contrast, 

the analysis shows that cyber threats and environmental disruptions are on the rise and that these two factors 

contribute to systemic and domino consequences of problems. Considering geopolitical risks like trade disputes 

and regional crises, businesses are rethinking their network architectures and pushing for greater geographic 

variety and adaptability. 
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The research also identifies several key enablers that influence the efficient implementation of IRM 

frameworks. Among the most crucial are cross-departmental collaboration, dedicated leadership, digital 

infrastructure investment, supplier collaboration, and adaptable governance frameworks. It becomes evident that 

IRM approaches can move from conceptual planning to efficient operational integration when these considerations 

are considered. Many issues, including inadequate infrastructure, digital gaps, and ineffective governance, make it 

difficult for organizations in emerging economies to implement IRM. 

The review suggests many practical implications based on these findings. Instead of seeing IRM as a 

compliance measure, management should see it as an essential component of both the long-term strategy and the 

day-to-day operations. As part of this, there will be investment in predictive technology, strengthening our supplier 

networks, and use digitally enabled, frequently tested risk response procedures. Viewing strategic redundancy as 

an asset rather than a negative enhances the ability to adapt to changing conditions. Policymakers must promote 

supply chain visibility, interoperability of digital tools, and cross-border data sharing to promote risk transparency. 

To prevent resilience from being a luxury enjoyed by a select few, it is critical to encourage small and medium-

sized businesses to use cost-effective risk management strategies. Public-private collaborations and industry-

specific resilience standards can help national economies incorporate IRM ideas even further. 

Based on the findings of this paper, academics should conduct empirical tests of IRM frameworks in a variety 

of business settings. To better comprehend the temporal and shock-dependent evolution of risk behaviours, future 

investigations should give preference to simulation-based research and longitudinal case studies. Research must 

immediately expand from the manufacturing sector to other areas with unique vulnerabilities and policy 

ramifications, such as healthcare, agriculture, and energy. In addition, developing nations need further research on 

the flexibility of IRM frameworks because their institutional settings and structural limitations are unique. 

Recognizing that disruptions do not happen in a vacuum but frequently collaborate to increase susceptibility across 

supply chain nodes, theoretical development should lastly progress toward modelling interconnected hazards. 

Integrated risk management is both a shield and a strategy for surviving and thriving amid global uncertainty. While 

risks in supply chains cannot be eliminated, organizations can build intelligent, adaptive systems that predict, 

absorb, and evolve in response to disruption. Such systems are essential for ensuring the sustainability and 

competitiveness of supply chains in the 21st century. 
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