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Abstract:  

This study analyses the global patterns of intellectual capital protection, showing how cybersecurity functions as a key 

mechanism for preserving knowledge assets that support economic development and national security. Using a dataset of 

3,772 publications indexed in the Web of Science (2000–2025), a comprehensive bibliometric analysis uncovers the global 

dynamics driving scientific productivity in this emerging field. The results reveal significant differences in national performance, 

assessed by publication output, citation impact, and collaboration intensity. The United States and China lead in both volume 

and influence, acting as key global hubs of international activity. Research networks that enhance global visibility through 

partnerships. At the author level, the findings indicate that scholarly impact relies less on quantity and more on visibility, 

collaboration, and citation resonance, highlighting a shift from productivity-driven to influence-oriented research recognition. 

Overall, the study shows that IC–cybersecurity scholarship is shaped by a highly concentrated global structure, where a few 

leading nations and influential authors set the intellectual agenda through sustained collaboration and cross-disciplinary 

engagement. 

Keywords: knowledge economy; intangible assets; intellectual capital; economic security; cyber-security; innovation policy. 
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Introduction 

The widespread adoption of the internet and the accelerating pace of digitalisation have fostered a cyber 

environment in which intangible assets and organisational knowledge constitute key drivers of value creation. 

Technological advancements have progressively redirected attention from physical resources toward intangible 

forms of capital, such as knowledge, intellectual property, and brand reputation. Within this framework, the period 

from 2000 to 2025 provides a critical window for analysis, encompassing major developments and structural shifts 

in the digital landscape. The year 2000 marks the onset of the global internet era, which catalysed unprecedented 

digital transformation, while 2025 serves as a logical endpoint, capturing the most recent data available and 

reflecting the anticipated trajectory of ongoing digital evolution. Consequently, organizations no longer rely solely 

on tangible, traditional sources of value but increasingly recognize the importance of intangible assets, more 

broadly referred to as intellectual capital (IC), which became the most valuable asset of any modern organization 

(Balozian et al., 2022).   
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The fast-evolving cyber environment and the growing complexity of digital threats present significant 

challenges to the security of organizational intellectual capital. In response to these risks, a new line of research is 

taking shape within the field of intellectual capital, focusing on the protection of intangible assets from the cyber 

security perspective (Von Solms & Von Solms, 2018; Renaud et al.,2019; Balozian et al., 2022; Yilmaz & Tuzlukaya, 

2024; Hong et al., 2025). When considering the protection of corporate intellectual capital, human capital 

increasingly emerges as a central point of focus. Existing research underscores that safeguarding intellectual 

capital constitutes a multifaceted challenge, one that begins with fostering cyber-risk awareness across all levels 

of organisational human capital, from frontline employees to executive leadership. It is equally important to 

recognise that the cybersecurity of intellectual capital should not be viewed solely as a corporate responsibility. 

Universities and higher education institutions also confront significant challenges in protecting their intellectual 

assets, particularly as they navigate the complex demands of the contemporary cyber landscape (Bongiovanni et 

al., 2020). 

A comprehensive understanding of intellectual capital, enterprise-level cybersecurity, and their 

interrelationship is essential for advancing research in this area. This study applies bibliometric analysis to address 

the following research questions: 

RQ 1: 
What identifiable trends exist in the volume and growth of publications at the intersection of 

intellectual capital and cybersecurity over time? 

RQ 2: Which countries lead in research productivity and impact in this area? 

RQ 3: 
How are international research collaborations organized, and which countries act as central or 

bridging entities within the global network? 

RQ 4: Who are the most prolific and influential authors in this field based on bibliometric indicators? 

RQ 5: 
What topics are prominent among the most influential and highly cited global publications, and 

what do they indicate about emerging research directions? 

The paper is organised as follows: The literature review begins by outlining the theoretical foundations of 

corporate intellectual capital, emphasising its core components, human, structural, and relational capital, and 

explaining their importance in the digital era. It then examines how intellectual capital interacts with cybersecurity 

management within organisations. The next section describes the research design, detailing the approach and 

methods used in the study. Following this, the results section presents and discusses the main findings from the 

bibliometric analysis. The paper concludes with final remarks that synthesise the key insights and suggest possible 

directions for future research. 

1. Research Background  

1.1. Definition of Intellectual Capital in the Cyber Era 

The term intellectual capital was first introduced in 1969 by economist John Kenneth Galbraith, who 

characterised it as a dynamic form of capital emerging from creative mental activity (Galbraith, 1969). For several 

decades, however, corporate intellectual capital remained a somewhat elusive concept, widely acknowledged in 

theory, yet difficult to define and measure explicitly in practice for several decades, corporate intellectual capital 

remained an elusive concept, widely acknowledged in theory but difficult to define and measure in practice. A 

significant shift occurred in the 1990s, when Peter Drucker anticipated the emergence of the "knowledge economy". 

Drucker argued that knowledge should be regarded as the most important productive resource of the modern age, 

rather than merely one of several production factors (Drucker, 1993). Similarly, Toffler (1990) foresaw that 

knowledge, due to its limitless nature, would eventually surpass all other resources as the foundation for sustainable 

economic development. 
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Building on these early insights, the concept of intellectual capital has received significant attention over the 

past three decades in both academic and managerial contexts. Scholars such as Brooking, Edvinsson, Malone, 

and Stewart advanced the concept, focusing on the identification and classification of intangible assets within 

organisations (Brooking, 1996; Edvinsson & Malone, 1997; Stewart, 1997). Although intangible assets, by their 

very nature, lack physical form and often fall outside the scope of traditional financial reporting frameworks, they 

play an important role in the creation of corporate value (Elsten & Hill, 2017). Considering their growing significance, 

investments in intangible assets and intellectual capital have increasingly emerged as key drivers of competitive 

advantage in today’s fast-paced, globalised, and digitally oriented economies (Madhani, 2012; Thum-Thysen et al., 

2017). For this reason, the academic literature increasingly underscores the strategic importance of corporate 

intellectual capital, often describing it as one of the most important assets of modern organisations (Renaud et al., 

2019; Balozian et al., 2022). 

Although the definition of corporate intellectual capital (IC) may vary across studies, it is commonly 

understood as a multidimensional concept comprising various forms of knowledge and intangible resources that 

support value creation within organisations (Ali et al., 2021; Cabrilo et al., 2024). Broadly understood, IC exists in 

all organisations as a stock of knowledge-based resources that can be leveraged in the value creation process 

(Kianto et al., 2023). It encompasses intellectual material, including knowledge, experience, intellectual property, 

and information, which organizations utilize to generate value (Dumay, 2016). 

In the context of the digital age, intellectual capital is considered essential for maintaining competitiveness 

and ensuring operational efficiency within organizations (Al-Alawi & Alghasra, 2024). The literature consistently 

describes corporate intellectual capital (IC) using a three-component framework: human capital, structural capital, 

and relational capital (Stewart, 1997; Youndt & Subramaniam, 2004; Díaz-Vega, 2024). Specifically, while human 

capital, primarily represented by employees, is considered a key component of intellectual capital and the most 

important source of knowledge within a company (Nonala & Kenney, 1991), it also represents the most vulnerable 

and weakest link in the protection of intellectual capital from a cybersecurity perspective (Balozian et al., 2022; 

Garcia-Perez et al., 2023). In contrast, structural and relational capital consist of codified forms of knowledge and 

information, including internal processes, procedures, customer relationships, and organizational frameworks, 

which are often the primary targets of cybersecurity efforts and therefore require robust protection to ensure secure 

and uninterrupted value creation. Structural capital facilitates the efficient flow of information, relational capital 

fosters trust that enables the sharing of cybersecurity knowledge, and human capital promotes a proactive 

cybersecurity culture. Together, these dimensions allow organizations to pool resources, reduce operational costs, 

and develop capabilities that strengthen cyber resilience and support sustained value creation (Ali-Hassan, 2009; 

Ode et al., 2025). Beyond safeguarding existing knowledge, these forms of intellectual capital also play a pivotal 

role in enhancing organizational readiness for AI adoption. In particular, relational capital reinforces cyber 

resilience, a critical capability for protecting and creating organizational value. Moreover, cyber resilience serves 

as a mediating mechanism, linking relational capital to AI readiness and enabling organizations to maintain value 

creation even in the face of cyber-related disruptions (Ode et al., 2025). 

1.2. Managing Intellectual Capital Cyber Security 

Cybersecurity has increasingly attracted attention from the academic community, practitioners, 

stakeholders, and boards of directors due to its profound and long-term implications (Tosun, 2021). While it is often 

perceived primarily as a technical issue, traditionally handled by IT specialists and technicians, effectively managing 

cybersecurity has proven to be a complex challenge for both practitioners and researchers (Khadka & Ullah, 2025). 

In this context, cybersecurity refers to the security, integrity, and confidentiality of information within cyberspace 

(Schatz et al., 2017). More specifically, it encompasses a set of approaches and actions that fall under the broader 

umbrella of information security. Nevertheless, the two concepts should not be viewed interchangeably.  
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The key distinction is that information security is concerned with protecting data in general, whereas 

cybersecurity specifically focuses on the preservation, retention, and transmission of data in online and networked 

environments (Von Solms & Von Solms, 2018). Furthermore, it is important to emphasise that whenever the 

“Internet” is involved in the storage or transmission of any element of intellectual capital, its protection becomes a 

matter of cybersecurity governance. Given that the informational components of intellectual capital are retained 

and transmitted digitally, effective cybersecurity governance is therefore essential to ensure their safeguarding and 

security (Renaud et al., 2019). 

The dynamics of cyber risk have intensified considerably during the global COVID-19 pandemic, further 

complicating the protection of intellectual capital as organisations increasingly rely on digital infrastructure 

(Petratos, 2021; Garcia-Perez et al., 2023). As cyberattacks and data breaches now occur with alarming frequency, 

ensuring the protection of intellectual capital has become a strategic priority. This is because cybercrime weakens 

a company's capacity to create potential value from its intellectual capital, as it threatens the confidentiality, integrity, 

and availability of essential organisational data (La Torre et al., 2018). Moreover, cyber threats present a significant 

challenge to the protection of intellectual property (IP) across various sectors, including information technology, 

pharmaceuticals, media, and manufacturing, as attackers, ranging from cybercriminals and insiders to state-

sponsored groups and competitors, exploit digital vulnerabilities to steal trade secrets, proprietary algorithms, and 

research data (Mavani at al., 2024).  

Several studies emphasise that cybersecurity incidents, such as cyber espionage, ransomware attacks, and 

large-scale data breaches, not only compromise the security of intellectual property but also expose organisations 

to significant financial, legal, and reputational risks (Snyder & Crescenzi, 2013). For example, Ali et al. (2024) report 

that such incidents can substantially affect firm performance. Their findings further suggest that effective knowledge 

management, as embodied in a company’s intellectual capital, can help mitigate the loss of investor confidence 

following a security breach. In a similar vein, Avery (2021) argues that data breaches may act as a catalyst for 

improving an organisation’s long-term effectiveness. Importantly, while breaches generally hurt profitability, the 

study found no evidence that organisations experience significantly better or worse performance in either the short 

or long term. Overall, these results indicate that organisations can remain financially sustainable for up to four 

quarters following the disclosure of a data breach. Consequently, addressing cybersecurity risks requires more 

than technological solutions alone. It also depends critically on the awareness, behaviour, and engagement of 

employees, whose everyday actions are central to preventing and mitigating information security incidents (He et 

al., 2020). As highlighted by recent research, most cyber breaches stem from human error or negligence, 

underscoring that employees’ knowledge, awareness, and behaviour—key components of human capital, are 

essential to strengthening cybersecurity through continuous training and a robust security culture (Ayereby, 2018; 

Bana et al., 2025). 

2. Research Methodology  

This study uses a bibliometric analysis, combining both quantitative and qualitative methods, to explore the 

research area linking intellectual capital and cybersecurity, considering the growing need to safeguard 

organizations' intangible assets. Data were sourced from the Web of Science (WoS) database for its extensive 

coverage of high-quality, peer-reviewed research published in leading academic journals. The dataset was 

extracted on June 19, 2025, in Bib TeX format. 

Relevant publications were identified through a focused bibliometric search that captured research linking 

intellectual capital and cybersecurity. The search string included keywords related to intangible assets, knowledge 

management, and intellectual property, combined with a broad range of cybersecurity-related terms. The full query 

was as follows: 
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(("intangible*" OR "intellectual*" OR "IC theory"  OR "intellectual capital" OR "intangible asset*" OR 

"knowledge management" OR "intellectual material" OR "intellectual asset*" OR “intellectual property protection” 

OR “knowledge security”) AND ("cyber-physical system*" OR "cyber-security" OR "cyber security" OR 

"cybersecurity" OR "cyber*" OR "cyber awareness" OR "information security" OR "cyber threat*" OR "cyber-attack*" 

OR "cyber-attack*" OR "cyber risk*" OR "IC security" OR "intellectual property theft*" OR "digital security" OR 

"information breach" OR "intellectual capital cyber security" OR "cyber breach")) 

To ensure the reliability and transparency of the bibliometric analysis, the PRISMA framework (Preferred 

Reporting Items for Systematic Reviews and Meta-Analyses) was applied, in line with the methodology developed 

by Moher et al. (2009) and further updated by the PRISMA Group in 2020 (Page et al., 2021). Although originally 

designed for systematic reviews and meta-analyses, this structured approach has been adapted for use in 

bibliometric research to clearly document the identification, screening, and inclusion of relevant records. By 

applying the PRISMA framework, this study ensures a transparent and methodical approach to data collection and 

analysis. Such transparency is essential for maintaining the integrity, reliability, and reproducibility of bibliometric 

research. Rather than emphasizing its roots in evidence-based research, this study focuses on PRISMA’s strength 

in providing clarity and consistency throughout the review process, demonstrating its usefulness across a wide 

range of research areas. 

In interpreting the bibliometric data, the study adopts an applied economic perspective, viewing patterns of 

publication activity, citation impact, and international collaboration as quantitative signals of national research 

intensity and knowledge-protection capacity. These indicators collectively reflect the distribution of intellectual 

capital that underpins innovation performance and long-term economic development (Archibugi & Coco, 2004; de 

Frutos-Belizón et al., 2024). 

2.1 Data Description 

The search covered publications from 2000 to 2025 and was limited to full records and cited references. 

The search process yielded a total of 4,429 documents that matched the intellectual capital and cyber-security 

related keywords well. 

Table 1. Data description  

Description Results 

Timespan 2000:2025 

Sources (Journals, Books, etc.) 1,967 

Documents 3,772 

Articles 1,343 

Annual Growth Rate % 5,59 

Document Average Age 9,11 

Average citations per doc 11,08 

References 118,094 

Keywords Plus (ID) 2,333 

Author's Keywords (DE) 10,443 

Authors 10,776 

Authors of single-authored documents 630 

Single-authored documents 678 

Co-Authors per Document 3,5 

International co-authorships % 20,65 

Source: Own elaboration  
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The dataset comprised various document types, including conference papers, research articles, review 

papers, book chapters, early access documents and other publication categories. Proceedings and conference 

papers accounted for the largest portion of all publications (2,188), representing more than 49%, followed by 

research articles, which made up the second largest group with 2,099 documents, accounting for over 47%. While 

review articles (144) accounted for approximately 3,25 % of all documents, book chapters) accounted for 

approximately 2,87% of all documents. Editorial documents accounted for nearly 1% of all publications (44 in total). 

Letters, book reviews, books, meeting abstracts, and other publication categories collectively made up less than 

1% of the total number of documents. 

Figure 1: PRISMA flow diagram of documents selection 

 
Source: Own elaboration 

After applying the PRISMA process, which filtered for English-language publications and relevant research 

areas, a total of 3,772 records were obtained. This represents over 85% of the initial records retrieved from the 

Web of Science using the specified keywords. Notably, publications within “Computer Science” were the most 

prevalent, accounting for more than twice the volume of “Engineering”, which comprised 26.5% of the total. 

“Business Economics” represented approximately 14%, indicating a share less than half that of “Computer 

Science.” The remaining research areas each accounted for fewer than 10% of the records. This distribution 

underscores the central role of “Computer Science” in this research domain, while also highlighting the comparative 

prominence of “Engineering” over “Business Economics”. 
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The extracted data were then analysed in RStudio (Version 4.5.0) using the Bibliometrix (Version 4.0.0) 

package, developed by Aria & Cuccurullo (2017). This approach enabled comprehensive bibliometric mapping of 

the research landscape, facilitating the identification of key trends, influential publications, and thematic clusters. 

The analyses covered country-level productivity and collaboration, author-level impact, and the thematic evolution 

of intellectual capital and cybersecurity research, providing a multidimensional understanding of the field’s 

development. 

3. Results and Discussion  

The number of publications connecting intellectual capital, intangible assets, cybersecurity, and related 

topics has increased over time. The trajectory of research output, as shown in Figure 2, reveals distinct periods of 

accelerated growth, particularly around 2008, 2015, and 2020. 

Figure 2: Annual production of publications over the period from 2000 to 2025 

 
Note: The Dotted line is the exponential trend line. 

Source: Own elaboration 

The initial surge in 2008 may be attributed to the global financial crisis, which underscored the strategic 

importance of intangible sources of value for firms (Landini et al., 2020), along with the rise of Web 2.0 and cloud 

computing, and heightened attention to intellectual property protection.  

We assume that the next wave, which emerged around 2015, was driven by the rise of Industry 4.0 in 2011 

and its growing popularity in the subsequent years (Madsen, 2019), along with the rapid expansion of mobile and 

cloud technologies and a surge in cyberattacks targeting prominent corporations and large retail chains.  

The most recent increase in research output, observed after 2020, is linked to the COVID-19 pandemic, 

escalating geopolitical tensions, and advancements in artificial intelligence. These developments highlight the 

critical importance of knowledge security and the protection of intangible assets in national security discussions. 

Figure 3 presents the annual average citations, defined as the mean number of citations per year received 

by publications in the dataset, thereby illustrating their overall influence on subsequent research within the field of 

intellectual capital and cybersecurity. The data indicate that citation activity reached its highest point in 2021, with 

an average of 4.26 citations per year. The trend shows an initial decline in scholarly attention following 2000, a 

period of relative stagnation throughout the 2000s, and a steady increase beginning around 2011, culminating in a 

pronounced surge between 2016 and 2021. This upward movement reflects the expanding academic interest and 

growing visibility of research at the intersection of intellectual capital and cybersecurity. The decline observed after 

2021 likely results from the citation lag typically associated with more recent publications, which have had less time 

to accumulate scholarly recognition.  
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Figure 3: Average total annual number of citations  

 
Source: Own elaboration 

Research Productivity and International Collaboration by Country 

Asia is the most productive region in terms of total research output, as shown in Table 2. China leads 

worldwide with 709 publications, followed by Malaysia (220), India (131), Japan (91), and Singapore. Although 

Singapore's output is smaller, it is notable for its impact. Citation performance varies across the region. China has 

a total of 7,212 citations, but its average citation per publication (AAC = 10.17) suggests a moderate influence 

relative to its size. Singapore has one of the highest average citations (AAC = 24.83), indicating its research is 

highly visible despite fewer publications. Malaysia and India have moderate citation impacts (AAC = 8.23 and 

10.85), indicating that their research systems are becoming more active, but they have not yet accumulated a high 

number of citations.  

Table 2: Country production and citation impact 

P
ub

lic
at

io
n

 o
ut

p
ut

 

Rank Country NoP Freq SCP MCP 

C
ita

tio
n 

im
pa

ct
 

Rank Country TC AAC 

1 China 709 0.1936 592 117 1 USA 12,401 19.778 

2 USA 627 0.1712 503 124 2 China 7,212 10.172 

3 Malaysia 220 0.0601 176 44 3 United Kingdom 3,821 24.812 

4 Germany 188 0.0513 165 23 4 Malaysia 1,810 8.227 

5 Russia 156 0.0426 142 14 5 Italy 1,469 22.953 

6 United Kingdom 154 0.0420 109 45 6 India 1,421 10.847 

7 Ukraine 137 0.0374 111 26 7 Singapore 1,167 24.830 

8 India 131 0.0358 114 17 8 Turkey 1,113 92.750 

9 Australia 103 0.0281 65 38 9 Australia 951 9.233 

10 Japan 91 0.0248 81 10 10 France 868 14.230 

Note: NoP – Number of Publications, Freq – The proportion of total publications, SCP – Single country publications, MCP – 

Multiple countries publications, TC – Total publications, AAC – Average Citation per Publication 

Source: Own elaboration 
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In North America, the United States remains a global leader in productivity and impact, with 627 publications 

and 12,401 citations. Its average citation rate (AAC = 19.78) is among the highest, reflecting a steady balance 

between research output and influence. This combination of strengths emphasizes the United States’ key role in 

international research networks and its ability to generate work that receives significant global recognition. 

Across Europe, a pattern of high-impact but smaller-scale productivity is evident. The United Kingdom 

exemplifies this with 154 publications and a remarkable 3,821 citations, resulting in an AAC of 24.81, which reflects 

a strong quality-to-quantity ratio. Italy also performs well with an AAC of 22.95, showing the significant influence of 

its research. Germany and Russia have higher publication counts, 188 and 156 respectively, but do not rank among 

the top ten by citations, indicating their impacts are more dispersed or specialized. Turkey emerges as an outlier, 

with fewer publications yet an exceptionally high AAC of 92.75, driven by a few highly cited papers that raise its 

average. In the Oceania region, Australia produces a significant number of publications (103) and garners a total 

of 951 citations, resulting in an AAC of 9.23. Although its impact per paper is moderate relative to that of leading 

European and Asian countries, Australia’s prominent international collaborations likely boost its long-term citation 

reach.  

The global distribution of scientific production, illustrated in Figure 4, highlights clear geographic disparities 

in research intensity. The deep-blue regions, corresponding to the United States and China, represent the highest 

concentration of publication activity, reflecting their strong R&D investment and advanced innovation ecosystems. 

By contrast, the lighter shades covering much of Europe, Africa, and Latin America indicate comparatively lower 

research capacity and limited integration into global knowledge networks. This uneven pattern underscores how 

the global geography of scientific output often mirrors the broader distribution of economic competitiveness and 

innovation potential in the digital economy. 

Figure 4: Country scientific production map 

 
Source: Own elaboration 

Overall, China and the United States stand out as the two leading countries in global research, China excels 

in total publications, while the United States leads in citation impact, highlighting their respective strengths in volume 

and influence. This dominance reflects the strategic alignment of digital security research with state-led innovation 

agendas, creating a self-reinforcing cycle of technological advancement and knowledge-protection capacity (Koca 

& Çiftçi, 2025). Such concentration has significant consequences for smaller and emerging economies. Limited 

access to locally generated cybersecurity knowledge and infrastructure often compels firms to rely on imported 

technologies and expertise, typically at higher cost and with limited adaptability (Farrand et al., 2024).  
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As a result, small and medium-sized enterprises (SMEs) face persistent disadvantages in protecting and 

leveraging their intellectual capital, constraining innovation and competitiveness. Recent evidence confirms that 

innovation-intensive SMEs in emerging economies continue to struggle with capability gaps due to weaker 

intangible-asset investment and limited participation in global R&D networks (Bilal et al., 2025). At the same time, 

empirical results from the European context reveal that digitalization and innovation remain strongly correlated but 

highly uneven across countries, wealthier regions with stronger human capital and digital capabilities achieve far 

greater innovation outcomes (de Rojas et al., 2024). This suggests that the structural asymmetry in knowledge-

protection capacity reinforces unequal value creation and widens economic disparities between more digitally 

advanced and lagging economies (Gerth et al., 2025).  

As part of analysing individual countries' research productivity, collaboration between country pairs was also 

examined based on the number of co-authored publications, as shown in the Figure 5. Author affiliations identify 

international collaboration: each country represented in a paper through at least one author’s affiliation is included 

in the collaboration count, regardless of the author's position as the first or corresponding author. 

The analysis of the most intense collaborations reveals that a few bilateral partnerships dominate. The most 

prominent is between China and the United States, with 79 joint publications, underscoring both countries' central 

roles in global scientific output. The United States also serves as a key partner for several other nations, including 

the United Arab Emirates (43 publications), the United Kingdom (27), Italy (23), India (21), Canada (20), Germany 

(17), and Australia (17). This trend shows that the USA acts as a global hub of scientific collaboration, connecting 

advanced economies with emerging research systems.  

China has also established strong partnerships outside of the United States, especially with Australia (33 

publications), Singapore (30), and the United Kingdom (18). These collaborations highlight the growing importance 

of regional and international research networks in Asia and Europe, reflecting broader globalization trends in 

science. Furthermore, it is important to note that international collaboration in this field remains highly concentrated 

among a select few key players. The dominant positions of the United States and China are further supported by 

their extensive collaboration networks, which significantly increase their influence within the global research 

landscape. 

Figure 5. Top 10 bilateral partnerships by country 

  
Source: Own elaboration 
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Building upon the analysis of the most active bilateral partnerships, the network visualization of country 

collaboration provides a comprehensive view of global research interconnections in the intellectual capital 

cybersecurity field, as shown in the Figure 6. Node size represents research output volume, while edge thickness 

indicates collaboration intensity. The largest nodes, representing the United States, China, Germany, and the 

United Kingdom, highlight these nations’ pivotal roles in shaping international research activity. The cluster colours 

illustrate distinct groups of countries that collaborate more closely among themselves than with others.  

The blue cluster around the United States and China forms the core of the global network, while the red 

cluster consists mainly of European countries such as Russia, Spain, Italy, France, and the Netherlands. The green 

cluster includes Central and Eastern European nations such as Ukraine, Poland, and the Czech Republic. The 

thickness of the connecting lines indicates the strength of collaboration, with the most robust links observed 

between the United States and China, and secondary connections between the United States and other major 

research economies. These patterns align with earlier findings of US - China dominance in bilateral research 

partnerships. 

Figure 6: Country collaboration network 

 
Source: Own elaboration 

This network configuration reflects the global economic hierarchy of technological capability. Countries at 

the core, most notably the United States, China, and Germany, combine high research productivity with substantial 

R&D expenditure and intangible-asset investment, evidencing their concentration of knowledge-protection capital. 

In contrast, peripheral clusters in Eastern and Southern Europe display weaker interconnectivity and limited 

participation in global research flows, indicating constrained capacity to generate and retain cybersecurity-related 

intellectual capital. 

The structure of international collaboration is notably polarized, with a dense core led by the United States 

and China and smaller, regionally confined clusters in Europe and beyond. This polarization mirrors the uneven 

global distribution of knowledge-protection capital: central economies possess both the scientific influence and 

institutional capacity to convert cybersecurity knowledge into strategic and economic advantage. Their dominance 

in collaborative research reinforces leadership in digital innovation and intangible-asset development, perpetuating 

a self-reinforcing cycle of technological capacity and protection. 

These network asymmetries have measurable economic implications. Economies occupying central 

positions typically exhibit higher R&D intensity, stronger innovation performance, and more mature knowledge-

protection frameworks, core determinants of competitiveness in the digital economy. This finding aligns with applied 

economic evidence showing that cybersecurity capability and digital transformation enhance national productivity, 

institutional efficiency, and innovation outcomes (Gerth et al., 2025). Hence, bibliometric collaboration patterns 

extend beyond academic analysis, serving as empirical signals of how research concentration translates into 

tangible competitive advantages in knowledge-driven industries.  
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Author Research Productivity and Citation Impact 

The ten most prolific authors in the field were analysed, as shown in Figure 7. The top contributors are 

Qingming, H., with 40 publications, and Qianqian, X., with 39. Ozgur, S. has produced 33 publications but has the 

highest citation count, highlighting his work's significant scientific impact. Further analysis shows Yang, Z. with 30 

publications, along with Cao, X. and Karri, R., each with 27 publications, also making notable contributions, though 

with lower citation impacts. These authors mainly focus on artificial intelligence and machine learning, with some 

work in cybersecurity. The next group includes Raman, M. (21 publications), Jeschke, S. (20), Szczerbicki, E. (19), 

and Burgess C. (18). Although their publication numbers are smaller, their research is influential, especially in 

knowledge management. 

Figure 7. The most productive authors: Publications vs. citations 

 
Source: Own elaboration 

These authors' research contributions span various areas of knowledge management, including 

safeguarding intellectual capital and fostering knowledge sharing within organizations. The keyword analysis further 

reveals the multidimensional nature of this field, emphasizing close associations with information security, 

cybersecurity, machine learning, blockchain, and artificial intelligence. This indicates an increasing integration of 

knowledge management with emerging digital technologies and security-oriented research. The findings show that 

having more publications does not always lead to higher citation impact, as some less prolific authors have gained 

notable scientific influence. 

The analysis shows a clear pattern: research productivity and citation impact are not directly proportional. 

The most productive authors are not always the most cited, suggesting that research influence relies more on the 

quality, relevance, and visibility of the work than on publication quantity. As shown in Figure 8, this trend highlights 

a move toward interdisciplinary, high-impact research at the crossroads of knowledge management, technology, 

and organizational innovation. It also supports the broader conclusion from the country-level analysis, impact and 

productivity often do not coincide. A more petite body of influential work can achieve significant scholarly impact if 

it tackles critical issues effectively and resonates within the academic community.  
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Figure 8: Research areas derived from the Author´s keywords 

 
Source: Own elaboration 

Beyond publication counts, bibliometric indicators from the Biblioshiny package can provide a more detailed 

evaluation of the performance of the most prolific authors. These include metrics such as the H-index, which 

measures an author’s scholarly influence by combining publication volume and citation impact (Hirsch, 2007). They 

also incorporate the G-index, which places greater weight on highly cited works and thus enables a more nuanced 

comparison among authors (Egghe, 2006), as well as the M-index, which normalizes citation performance by the 

number of years since the first publication (Hirsch, 2005). Taken together, these metrics offer a more refined means 

of comparing groups of authors, capturing not only productivity but also the quality, longevity, and consistency of 

their contributions to the field. 

Table 3. Author´s impact and productivity metrics 

Author H_index G_index M_index TC TP Publication Year Start 

Ozgur S. 17 33 1,417 1216 33 2014 

Qingming H. 12 24 1,5 629 40 2018 

Qianqian X. 12 23 1,5 582 39 2018 

Xiaochun C. 10 22 1,25 487 27 2018 

Ramesh K. 10 23 0,833 560 27 2014 

Satwik P. 9 14 1 214 14 2017 

Yong S. 9 10 1 307 10 2017 

Zhiyong Y. 9 21 1,125 486 30 2018 

Mohammed A. 8 11 0,889 369 11 2017 

Ji-Bo W. 8 9 0,5 223 9 2010 

Note:TC – Total Citations, TP – Total Publications 

Source: Own elaboration 

Table 3 presents the bibliometric performance of the most prolific authors, combining their productivity and 

impact indicators. As shown in Table X, Ozgur S. stands out as the most influential author, with the highest H-index 

(17), G-index (33), and a total of 1,216 citations, even though he has fewer publications (33) than Qingming H. (40) 

or Qianqian X. (39). This indicates that his work has maintained a significant scholarly influence beyond just number 

of publications. In contrast, Qingming H. and Qianqian X. have higher publication counts but lower citation totals, 

likely because their contributions are more recent (from 2018 onwards) and have had less time to accumulate 

citations. Similarly, Yang Z. (30 publications) and Cao X. (27 publications) show strong productivity but more 

moderate citation impact. Overall, these findings reinforce the idea that high productivity does not necessarily mean 

greater scientific influence, as authors like Ozgur S., with fewer publications, can have a larger impact in the field. 

As shown in Figure 9, Lotka’s Law analysis (Lotka, 1926) reveals that author productivity in the IC–

cybersecurity field follows an inverse-square distribution, with the majority of researchers contributing only a single 

publication, while a small group of prolific authors accounts for a disproportionately large share of total output. 
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Figure 9: Author´s productivity through Lotka´s Law 

 
Source: Own elaboration 

This creates a core–periphery structure, where a small group of highly active and influential authors drive 

most of the research output (Pao, 1986; Kushairi & Ahmi, 2021). Practically, it means knowledge creation is 

concentrated among key contributors who influence research directions, methods, and themes. At the same time, 

the prevalence of single-publication authors indicates the field remains open and inclusive, with new researchers 

entering regularly, supporting its diversity and ongoing development. 

Table 4 (Annex 1) clearly shows a consistent thematic and structural pattern among the most influential 

global publications. The data in Table 4 reveal that the most influential global publications converge around several 

interrelated themes, most notably artificial intelligence (AI), Industry 4.0, and digital transformation. These studies 

collectively emphasize the profound impact of emerging technologies on management, production, and society, 

highlighting both opportunities for innovation and challenges related to privacy, cybersecurity, and intellectual 

property. Highly cited works in this group demonstrate how the integration of AI, the Internet of Things (IoT), and 

data-driven processes is reshaping industrial ecosystems, enabling real-time decision-making, and advancing 

sustainable and collaborative supply chain models. 

The most cited publication, with 1,481 citations, is by Dwivedi et al. (2021). This study synthesizes insights 

from experts across the public sector, industry, and academia, outlining opportunities and challenges arising from 

the rapid advance of AI in all spheres of socio-economic development. The authors highlight that while AI 

applications hold significant transformative potential, they also carry risks of social exclusion. The trajectory of AI 

remains uncertain, and decisions made in the near future will profoundly affect both current and future generations. 

The second most cited article, with 1,082 citations, is by Oztemel & Gursev (2020). This work provides a 

comprehensive definition of Industry 4.0, the earliest among the ten highly cited publications. It identifies major 

benefits such as enhanced innovation capacity, real-time data-driven decision-making, and more flexible and 

environmentally sustainable production. However, the study also emphasizes challenges related to privacy, 

cybersecurity, and intellectual property protection. Industry 4.0 is framed not as an endpoint, but as part of an 

evolving trajectory towards Industry 5.0, characterized by closer human–machine collaboration. 

The third most cited contribution, Jelodar et al. (2019) with 919 citations, addresses data processing and 

specifically reviews applications of topic modelling (LDA) across domains such as linguistics, political science, 

medicine, and social networks. The review underscores both the method’s versatility and its growing adoption. 

Ranked fourth, with 861 citations, is Fortunato et al. (2018), which examines the paradox of modern science. 

Although not directly aligned with intellectual capital or cybersecurity, the article highlights systemic issues in 

scientific production and evaluation. Indirectly, it touches upon aspects of human capital by considering 

collaboration, evaluation frameworks, and the development of intellectual resources. 
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The fifth most cited article, Majchrzak et al. (2013) with 613 citations, investigates knowledge sharing in 

cyberspace. The study reveals how social media affordances reshape knowledge exchange, enabling diversity, 

immediacy, and collaboration, while simultaneously creating challenges such as information overload, knowledge 

leakage, and fragmented attention. The findings suggest that organizations and researchers must rethink traditional 

approaches to knowledge management and design frameworks that account for the contradictory effects of digital 

tools. 

The sixth publication, Manavalan & Jayakrishna (2019) with 572 citations, links IoT and Industry 4.0 with 

sustainable supply chain practices. The authors show how IoT enhances efficiency, enables real-time stakeholder 

integration, and supports sustainability initiatives such as renewable resource use, closed-loop supply chains, and 

carbon footprint reduction. They propose a conceptual framework for assessing Industry 4.0 readiness, grounded 

in five perspectives: business, technology, sustainability, collaboration, and management strategy. 

Seventh in the ranking is Rajapathirana & Hui (2018) with 452 citations. This study examines the impact of 

innovation capability on firm performance in the Sri Lankan insurance industry. The findings reveal that 

strengthening innovation capability enhances product, process, and marketing innovations, which in turn improve 

competitiveness and profitability. 

The eighth most cited study, Adi et al. (2018), addresses intellectual property protection in artificial 

intelligence. The authors propose a watermarking scheme for deep neural networks that embeds ownership without 

compromising performance. This approach contributes to cybersecurity by providing practical protection against 

model piracy and unauthorized redistribution. 

Ranked ninth, with 326 citations, is Ardito et al. (2019). This work explores the role of digital technologies—

such as Industrial IoT, cloud computing, analytics, and cybersecurity, in integrating supply chain management with 

marketing. It emphasizes the strategic need for cyber-protected information ecosystems and highlights innovation 

trends through patent analysis. 

Finally, the tenth-most-cited publication, with 306 citations, is Cohen (2017). In her book, Cohen examines 

information privacy and its legal protection in the digital age. She argues that data collection architectures reflect 

deliberate choices and can be redesigned to respect privacy. The study highlights the need for legal frameworks 

that encourage privacy-enhancing technologies and proposes mechanisms, such as time-limited consent, to 

safeguard personal data better. 

A key pattern from the analysis is the broad scope of these influential publications. The most cited works go 

beyond traditional management or engineering topics, encompassing information science, law, and social studies, 

and highlighting the cross-sectoral nature of digital transformation. This indicates a growing academic recognition 

that technological progress is deeply intertwined with social, ethical, and regulatory dimensions. Practically, the 

findings show that research impact is increasingly associated with studies combining technological innovation with 

societal and governance issues. Publications addressing not only technical development but also accountability, 

data protection, and sustainability receive greater scholarly attention. Overall, the most influential works 

demonstrate a shift toward interdisciplinary, digitally focused research, positioning technology as both a catalyst 

for change and a framework for analysing complex organizational and societal challenges.  

From a policy perspective, this interdisciplinary evolution also underscores persistent structural asymmetries 

in digital capacity and knowledge protection. The unequal global distribution of knowledge-protection capital mirrors 

wider disparities in innovation intensity and digital infrastructure investment. Economies located at the periphery of 

the research network continue to face challenges in developing cybersecurity capacity and retaining skilled 

professionals, which limits their participation in high-value digital sectors. Empirical evidence from recent JAES 

studies reinforces this pattern: Nguyen et al. (2024) show that blockchain adoption in digital commerce enhances 

transparency, trust, and security, offering pathways for institutional strengthening and innovation diffusion in 

emerging economies, while Kinda (2025) demonstrates that digital innovation promotes sustainable economic 

outcomes when supported by robust governance frameworks.  
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Conclusion  

This bibliometric study provides a comprehensive view of global research on intellectual capital and 

cybersecurity, uncovering clear regional and structural asymmetries. Asia, led by China, dominates in research 

output, Europe excels in citation efficiency and collaboration quality, while North America, particularly the United 

States, balances scale with global influence. Smaller yet efficient systems such as the United Kingdom, Singapore, 

and Italy demonstrate that research excellence and international collaboration can yield impact comparable to 

larger economies. The analysis of the most-cited works also shows a growing integration of technology, 

governance, and sustainability themes, indicating that research impact increasingly depends on interdisciplinary 

approaches that link innovation with ethical and regulatory considerations. At the author level, the study confirms 

that scholarly influence stems not from publication volume alone but from high-impact, cross-disciplinary 

contributions connecting technology, management, and policy. 

The results reveal that the global IC–cybersecurity research landscape remains highly polarized. The 

dominance of a few economies reflects an uneven accumulation of knowledge-protection capital, translating into 

measurable disparities in R&D efficiency, innovation output, and intangible-asset competitiveness. From an 

applied-economic perspective, this concentration warrants further investigation into whether such asymmetries 

generate market failures or strategic advantages for firms in technologically advanced nations. 

Despite its contributions, this study is limited by its reliance on a single bibliometric source and cross-

sectional design. Future research should integrate multi-database bibliometric data (e.g., Scopus, Dimensions) with 

economic indicators such as R&D intensity, digital innovation indices, and high-tech export performance to quantify 

the relationship between knowledge production and economic outcomes. 

Ultimately, the findings emphasize that cybersecurity and intellectual capital are not merely research 

domains but strategic economic assets shaping national resilience and competitiveness in the digital economy. 

Building inclusive, innovation-driven ecosystems through targeted R&D incentives, SME digitalisation, and cross-

border collaboration remains essential for achieving balanced and sustainable growth in global knowledge 

protection. 
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